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Introduction 

 

The campaign of bomb attacks against the natural gas of the Mexican infrastructure in 

2007 were, by far, the most sophisticated and well organized of any acts of sabotage in its 

history. Not only were the attacks sudden, unexpected, and precise, they were successful 

in bringing over one hundred factories to a standstill and dislocating tens of thousands of 

people. While the effects of the attacks were short lived, they clearly demonstrate that not 

only can a small group of terrorists cripple the infrastructure of an entire region of 

Mexico; they reveal that such strategies and tactics can be applied to the United States. 

 

The Terrorist Cast of Characters  
 

The group that claimed credit for the attack is known as the Ejército Popular 

Revolucionario (EPR); which translates to the ―Popular Revolutionary Army.‖ It is the 

offspring of the1996, ―merger of 14 smaller groups.‖
1
  

 

 
Battle flag of the EPR 

 

A communiqué from the group said the explosions were part of, ―a national campaign of 

harassment against the interests of the oligarchy and of this illegitimate government that 

has been put in motion.‖
2
 Their communiqué also calls, ―…for the release of two of its 

members, who were arrested in Oaxaca on May 25.‖
3
 The Mexican government has 

denied detaining the two rebels.  

 

The threat to Mexico from this coalition of leftist terror organizations is higher now than 

ever before. This is the result of several factors:  

¶ The experience of each independent group has been combined by their merger, in 

hands-on experience, as well as in planning and combined leadership 

¶ It has been determined that the latest strikes by the EPR demonstrate an advanced 

knowledge of gas pipelines, including structural vulnerabilities, such as expensive 

and hard to repair valve units. 

¶ The sudden arrival of new resources. The explosives used in the latest attacks 

were military grade, rather than stolen industrial explosives they previously 

employed. 

¶ The growth and influence of radical Islam in South America.
4
 

 

Among the hundred plus businesses affected were Honda, Nissan, Hershey's, Kellogg, 

Mexico’s largest brewery Grupo Modelo, bathroom fixture manufacturer Ideal Standard, 

and glassmaker Vitro, which temporarily shut their plants in western Mexico.
5
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The Attacks  
 

The bombs were concentrated along main trunk lines leading to the manufacturing states 

of Querétaro, Salamanca and Guanajuato.
6
 The targets were natural gas and liquefied 

petroleum (LP) lines of various sizes. The bombings continued for two days. On the 

second day, ―…a fourth bomb went off Tuesday at 1:10 a.m., severing another 36-inch 

steel pipeline near Querétaro.‖
7
  

 

The latest attacks were a continuation of a string of bombings that had gone on for 

months, ―The September 10th blasts followed similar but fewer pipeline attacks in July.‖
8
 

What made them different were that they effectively hit Mexico in the pocketbook, rather 

than just symbolic attacks on large financial organizations, such as the bombing of a 

branch of Citigroup, and capitalism in general, i.e., the July attack on a Sears store in the 

south part of the country. As reported in The Economist, ―Tax payments made by Pemex 

account for some 40 percent of the federal government’s tax take.‖
9
  

 

Battle damage assessments show that the latest attacks forced the closing over one 

hundred factories, and were so effective that it raised doubt as to whether the EPR was 

actually the perpetrators. An official in the Mexico attorney general’s office who would 

not reveal his name, stated, ―What is known … is that a relatively sophisticated explosive 

was used. He would not say which one.‖
10

  

 

Following the blasts, effects of the attacks filtered all the way to the nation’s capitol, ―In 

Mexico City, some 1,500 public buses that use compressed natural gas are at risk of fuel 

shortages.‖
11

 Keep in mind that the attacks were focused on just one set of trunk lines. A 

widespread attack would have quickly and deeply affected the seat of power for all of 

Mexico.  

 

There has been a large amount of discussion as to the possible involvement of narco-

mercenaries, such as the Zetas, which were trained in the US, and then resigned en mass 

from the Mexican military upon their return home, to sell their services to drug cartels. 

There is also the strong possibility of jihadis, trained by al-Qaeda in the mideast, who 

may have passed their skills along to the EPR, or donated personnel to join forces with 

the EPR for the bombing campaign.  

 

Another supporting observation that the EPR has had a sudden increase in its abilities 

was made by Jorge Chabat, of the Center for Economic Research and Teaching, a Mexico 

City based think tank, ―For some reason this group has shown more capacity to carry out 

serious attacks in the last year than it has shown in its whole history.‖
12

 It is now widely 

accepted that the EPR has had a sudden surge in its supply, equipment, planning ability, 

and tactical skills. 
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Contrary Opinions  
 

The two most notable contrary theories were voiced by Joy Olsen of the Washington 

Office on Latin America, and Professor John Bailey of the Georgetown University Center 

for Latin American Studies. Both of them submitted papers and testimony to the House 

Committee on Foreign Affairs Subcommittee on the Western Hemisphere on October 25, 

2007. While the two are highly credentialed, a close examination of their ideas reveals 

more about their own politics than with the reality of the situations.  

 

John Bailey put it this way, ―There is basis, I believe, to hypothesize that some criminal 

groups may have been involved in terrorist acts, such as the recent bombing of oil 

pipelines.‖
13

 Note that he uses the word ―hypothesize,‖ even though the EPR sent out 

press releases claiming responsibility for the bombings, and demanding the release of two 

of their members by the Mexican government. Ms. Olsen doesn’t make any more useful a 

comment writing that, ―Training [Mexico’s military] can be dangerous because it can 

make corrupt forces more effective.‖
14

 Little, if anything, that Ms. Olsen or Professor 

Bailey wrote added anything useable to oil and gas producers in the United States.  

 

After all their lofty theories are voiced, and then compared with a pile of evidence to the 

contrary, one hard fact remains: If your gas pipelines are blown up, they’re blown up – no 

matter who performed the act. Olsen and Bailey are convinced that apolitical drug thugs 

did the deeds, while others (this author included) believe the evidence that politically 

motivated Marxist guerrillas and/or religious fanatic ―jihadis‖ are the perpetrators. For 

domestic US oil and gas companies, the moment of decision is at hand.  

 

Implications for the US Oil & Gas Industry  
 

The economic news magazine Investors Business Daily summed up the attacks very 

accurately, ―They show how easy it is for a small terror group with perhaps as few as 100 

members to disrupt Mexico's economy, threaten America's energy supplies and rock 

Mexico's stability.‖
15

   

  

A popular chant at demonstrations in the 1960’s was, ―The whole world is watching.‖ It 

cannot be dismissed that other politically radical and fanatical religious groups inside the 

United States have examined news reports of these bombings and have studied the 

methods and results of EPR’s attacks. If, as many suspect, such groups have studied these 

attacks, it cannot be dismissed that they are now incorporating the idea of attacks on US 

oil and gas infrastructures in their milieu of asymmetric attacks on the United States.  

 

A serious bottom line assessment of the USA’s predicament was made by the Intelligence 

Unit of The Economist magazine, ―The re-emergence of the EPR will also surely worry 

the US government, which is itself deeply entrenched in a global war on terror. Organised 

[sic] terrorist groups and violent leftist guerrilla organisations of the type found in 

Colombia have largely been absent from Mexico—although drug-related and criminal 

violence is endemic. Washington will now be more worried about home-grown terrorists 

in Mexico as well, and the risk that they pose not only to Mexico’s vital industries and 
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economy, but also to the US and its interests, either directly or via disruptions of Mexican 

oil exports to that market.‖
17

  

 

Now we should look at where US oil and gas pipelines are most vulnerable:  

 

¶ ―Pig launchers‖
18

  (numerous and almost 

always unlocked and unguarded)  

¶ Exposed synthetic surface pipelines (easily 

damaged with an axe or saw) 

¶ Unguarded robotic/automated facilities 

(often with unlocked entry doors) 

¶ Exposed valve bodies on subsurface 

pipelines 

 

 

The above vulnerabilities are far from being the only ones, but they are undoubtedly high 

on any determined, committed terrorist’s list. 

 

Conclusion and Mitigating Options  
 

The bottom line is that al-Qaeda may have found in the EPR a perfect group of useful 

idiots, ―This attack was like a dinner triangle to al-Qaida and Colombia's FARC 

narcoterrorists, both of which already have threatened Mexico, favor economic warfare 

and specialize in blowing up energy pipelines. Finding a pawn that will carry out such 

attacks in Mexico may be just what they are seeking.‖
19

 Domestic groups who could act 

as their proxies in the USA are Earth First, Earth Liberation Front, Animal Liberation 

Front, Wild Earth, certain right wing anti Semitic groups, and extremist militias.  

 

One last thing to keep in mind is that the EPR, ―…is also threatening additional 

attacks.‖
20

 The EPR has been on a campaign of bombing since July and shows no signs 

of stopping.  

 

Mitigating Factors  
 

No report such as this would be complete without a presentation of practices that would 

mitigate the effects of the above listed tactics, should such attacks occur in the USA:  

 

1. Architecture ï listed from lowest protection to the best 

 

¶ Totally exposed lines on the surface  

¶ Berms on surface pipelines (both for protection and containment of spills)  

¶ Buried gas and oil pipes  

 

2. Monitoring ï listed from lowest to highest  

 

¶ Integrity monitoring (No ability to monitor surface activity) 
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¶ Airborne monitoring alone (Low deterrent effect)  

¶ Extensive closed circuit monitoring of surface (Moderate deterrent)  

¶ Patrol units (Moderate to high deterrent effect)  

¶ Airborne surveillance plus patrol activity (Best deterrent effect*)  

 

*Airborne surveillance, combined with vehicle patrols along pipe routes, and the 

upgrading of current ―integrity monitoring‖ pipeline sensors to surface monitoring 

CCTV’s, would provide the highest level of security. Air surveillance can be done with 

either rotary or fixed wing aircraft which, along with vehicle patrols, should be 

performed at varying times to avoid creating patterns that could be recognized and 

exploited by terrorists.  

 

The main concern of everyone involved with security of US oil and gas assets is that 

attacks will come. It has been the long-stated goal of al-Qaeda to bring down the United 

States by wrecking its economy. Now that al-Qaeda has decentralized its organization, as 

well as its command and control, it is growing in strength and numbers all over the globe.  

 

It is common knowledge that al-Qaeda’s sister organization, Hezbollah, has numerous 

cells inside the United States. Hezbollah, being under the control of Iran, can be expected 

to attack strategically following any US attack on Iranian soil.  

 

If the leadership of the United States had the political will, a further and even more 

effective idea would strongly aid in the protection of the critical oil and gas 

infrastructure; that being the increased use of both counter terror and anti-terror assets. A 

return to black ops and extra-national attacks on the bases of groups such as the EPR, al-

Qaeda and other narcoterror groups operating in the western hemisphere would go a long 

way toward reducing the threat. But, lacking such political will, mitigation will be 

confined to hardening oil and gas assets and seriously upgrading the use of professional 

security services.  

 

Pathfinder Security Consulting is a Wyoming based, critical infrastructure security 

consulting firm that specializes in the protection of oil and gas exploration and 

production operations. PSC can provide every product and service necessary to make 

energy installations and delivery routes difficult to attack. For more information and for 

pricing for your projects, contact the representative listed below in the area closest to you.  

 

Pathfinder Security Consulting  
 

Wyoming  
Charles Clifton, Director  
Contract Negotiation  
(307) 203-9627  
clifton@pathfinder-security.com  

Ohio  
Barbara Colliton, Chief 
Administrative Officer  
(740) 947-6026  
bmc@pathfinder-security.com  

Colorado  
Terry V. Mitchell, BA  
Senior Consultant  
(970) 208-4564  
mitchell@pathfinder-security.com  

 

Sign up for our free intelligence e-news bulletins at our website:  
http://www.pathfinder-security.com  
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